


 SCADA systems: 
› control and monitor geographically dispersed process 

equipment on multiple sites, often spread over large 
distances 

› centralized data acquisition and control are essential to 
system operation 

› most widespread types of industrial control systems 

 Failures and malfunctions: 
› serious consequences due to their strategic importance 

for national critical infrastructures 

 Fourth-generation SCADA systems: 
› adopt IIoT and the Future Internet (FIN) technologies 

(cloud/fog computing, big data analytics, mobile 
computing, etc.) 



 Relevant standards and recommendations: 
› general IT security standards, common standards and 

directions for protecting SCADA and industrial control 
systems, and specific directions concerning particular 
industrial sectors 

 Intrusion detection: 
› process of monitoring the events occurring in a computer 

system or network and analyzing them for signs of 
possible incidents 

 Intrusion detection technologies: 
› NIDS (network-based IDS) and HIDS (host-based IDS).  

 Basic methodologies for incidents detection:  
› signature-based detection,  
› anomaly-based detection 
› specification-based detection 



 The main objectives of this work: 

› To propose a systematic and comprehensive evaluation 
methodology for SCADA-specific IDSs; 

› To perform a critical evaluation of recent IDS solutions 

› To assess their strengths, weaknesses, implementation 
maturity, as well as suitability to FIN environment; 

› To identify gaps in current research and to propose 
relevant research priorities for future work in the area 





Corresponds to the 
corporate IT network, 
which is connected to 
the Internet. 

Represents demilitarized 
zone (DMZ), where 
application servers, 
historian server and 

domain controller are 
located 

- Control center collects 
and analyzes 
information from field 
sites, presents them on 
the HMI consoles, and 
generates appropriate 
actions.  
- Communication 
subsystem connects 
control center with field 
sites and allows 
operators remote 
access to field sites for 
diagnostic and failures 
repairing purposes. 

- Controllers process 
signals from field 
devices and generate 
appropriate commands 
for these devices.  
- Processing results are 
forwarded to control 
center (level 2) for 
further analysis and 
response control.  

Represents physical 
devices that interact 
directly with industrial 
hardware, 
interconnected via 
fieldbus.  



• Each SCADA network – a precisely defined set of protocols 

• Appearance of new protocols –> serious changes in the network 

• Protocols are typically configured statically, in a way that  

  guarantees the best network performance 

• Monitoring of protocols configuration parameters enables detection  

  of poorly configured services as well as malicious activities 

• Packet payloads, originating from SCADA applications, are also  
  precisely defined 

• Changes of payload format may indicate anomalies in system’s  

  behavior 

• IP-based SCADA systems implement appropriate addressing mechanisms at  

  different protocol layers 

• Many networks use static allocation of IP addresses and transport layer port 

  numbers –> hence it is expected that sockets (pairs ''IP address: Port'') 

  remain constant 

• Mapping MAC addresses to IP addresses for detection of changes in  

  hardware components 

• Although MAC addresses can be forged, they are still useful to detect  

  impersonation 

• Packet transfer delay and packet inter-arrival times from all network 

  nodes - meaningful data for intrusion detection in SCADA 

• Packet timing and the associated statistics are regular 
• Response time should be less than the sample time of collected  

  data 

• The most stringent requirements – at the fieldbus and controller      

  network levels  

• Most of applications – response time requirements from 250 μs to 1  
  ms  

• Less stringent processes – response times from 1 ms to 10 ms 

• Higher levels tend to have progressively lower delay requirements –  

  typically up to 1 second 

• Throughput stability – significant increase of throughput points to the events 

  that cause high traffic intensity (some forms of cyber attacks, scanning,  

  failures, or operating errors) 

• Periodic patterns – aperiodic events may occur due to change of state or 

  alarm conditions, but may also indicate some forms of attacks 

• Clear statistics of packet size - average packet size represents a good  

 indicator of regular behavior or anomaly 

• Predictable flow direction - indicates which system initiates the connection,  

  and it is known in a typical protocol operation 

• Expected connection lifetime – after connection establishment, data 

  amount sent from one system to another is predictable with large  

  probability, especially for the known service 

• Updates should be performed on a regular basis, because the 

  data is only valid in its assigned time period 

• The order of updating is important for sensor data concerning  

  monitoring of the same process or correlated processes 

• The order of data arrival to the control center – an important  

  role in presentation of process dynamics and influences  

  decision making, by either a control algorithm (software) or a  

  human operator who monitors the industrial process 

Updates and order of events 
Addressing 
Protocols and their configuration 

 SCADA networks are characterized by regular 

traffic patterns and a limited set of 

telecommunication protocols 

Traffic features QoS requirements 



 Vulnerabilities:  
› Policy and procedure, architecture and design, configuration and 

maintenance, physical, software development, and 
communication/network 

› Factors that affect SCADA vulnerabilities: human errors, resource 
limitations of physical devices, unsecure legacy systems and proprietary 
protocols, equipment failures and other accidents caused by negligence, 
and natural disasters 

 Attacks - launched by external sources or internal sources 

 Different taxonomies of attacks: 
› 4 classes: reconnaissance, response and measurement injection, 

command injection and DoS 

› 4 categories: key-based attacks, data-based attacks, impersonation-
based attacks and physical-based attacks 

› Attacks on hardware, attacks on software, and attacks on network 
connections 





 The initial set of research papers from well known 
databases (IEEE Xplore, SCOPUS, Web of Science) 

 Keywords - “SCADA” and “intrusion detection” 
 The search considered the 5-year period from 2015 to 

2019 
 Obtained 310 papers in total: 71 papers (IEEE 

Xplore), 131 papers (SCOPUS) and 105 papers (WoS) 
 Resulting set - 68 papers (after exclusion of the 

replicated papers)  
 Further, we focused on papers containing original 

proposals for SCADA-specific NIDS solutions - 
remaining set 86 papers 

 The final selection – 26 comparable papers (solutions) 
– we eliminated similar papers by the same authors 
or papers describing the results of the same projects 



1. Detection methodology 

2. Protected protocols 

3. Implementation tools 

4. Test environment  

5. Performance evaluation 

 

 Overall assessment is performed based on the 
previous five evaluation properties. 



General 
classification 
[1] 

Adopted classification 
[2], [3], [4] 

Classification 
from [5] 

Classification 
from [6] 
 

Alternative terms 
used in the 
literature 

Blacklist Signature-based Knowledge-based Knowledge-based Rule-based 
Misuse detection 

Whitelist Anomaly-
based 

Statistical-
based 

Behavior-based Behavior-based Behavior-based 

Knowledge-
based 

Knowledge-based Behavior-based 
 

Rule-based (expert 
systems) 

Machine 
learning-
based 

Behavior-based Behavior-based 
 

Behavior-based 

Specification-
based 

Hybrid Behavior-
specification-based 

Stateful protocol 
analysis 
Deep packet 
inspection 
Model-based 



 Most widespread SCADA-specific protocols: 
Modbus, IEC 60870-5 series, DNP3, IEC 61850 
series, and EtherNet/IP 

 Majority of protocols are created or extended to 
operate over TCP/IP networks 

 Most of the current fieldbus protocols are 
Ethernet-based 

 



Snort: most widely deployed IDS worldwide: relies on a 
relatively simple language for specification of misuses 
and attack signatures 

Suricata: newer network threat detection engine capable of 
real-time intrusion detection, inline intrusion prevention, 
network security monitoring and offline processing of 
captured packets 

Bro (Zeek): a passive, open-source network traffic 
analyzer, which is organized into two major components: 
event engine and policy script interpreter 

General-purpose programming languages: C, C++, 
C#, Perl, Python, Java, are also used to develop SCADA-
specific IDS applications 

General-purpose open-source tools (WEKA, TensorFlow, 
LIBSVM, Anaconda) are used to build SCADA-specific 
solutions 



1. Pen-testing activities (typical for non-industrial environments) – 
unacceptable for SCADA and other industrial control systems 

2. New security solutions need reliable test environments that meet the 
requirements regarding fidelity, repeatability, measurement accuracy 
and safe execution 

3. Test environment encompasses testbed, datasets and simulated 
attacks 

4. Testbed is a platform for conducting exhaustive, transparent, and 
replicable testing of algorithms, methods, prototypes, etc.  

5. SCADA security testbed can be implemented in one of the following 
ways:  
› Cyber physical system (CPS) testbed: uses real hardware and software to 

pursue lines of experimentation and exploration 
› Emulation-based testbed: may use different combinations of physical 

devices and software to simulate the control network and the physical process 
› Software simulation testbed: can be simple simulation-based (assumes a 

single software simulation package for testing purposes) or federated 
simulation-based (may have several interacting simulations such as plant, 
network, etc.) 

› Virtualization-based testbed: uses virtualization technology to build a low-
cost, high-fidelity, reusable, and easy-to-maintain testbed 



1. No dedicated performance evaluation 

techniques for SCADA-specific IDSs 

2. General techniques developed for IDS 

evaluation in public and enterprise IT 

networks are used 

3. We focus on the following criteria: detection 

accuracy, timeliness, response to incidents 

and efficiency 

 



• Known as classification accuracy or 

effectiveness: 

• represents the ability of the system to distinguish 
between intrusive and non-intrusive activities 

• it is represented by a set of measures that 

determine how correctly 

1. FPR = FP/(FP + TN)

2. FNR = FN/(TP + FN))

3. DR = TPR = Recall = TP/(TP + FN) = 1 – FNR

4. TNR = TN/(FP + TN) = 1 – FPR

5. Accuracy = (TP + TN)/(TP + TN + FP + FN)

6. Precision = TP/(TP + FP) 

7. F-measure = 2/(1/Precision + 1/Recall) = 2TP/(2TP + FP + FN)    

Actual
Attack

Attack

Normal

Normal

Predicted

TP

FP

FN

TN

Confusion matrix Derived evaluation metrics



1. Refers to the system’s ability to perform its 
analysis as quickly as possible 

2. Objective – enable prompt response to incident 
to minimize the damage within a specific time 
period 

3. Timeliness is usually estimated concerning the 
time needed to process the unit of analysis 
(packet, group of packets, traffic flow, 
communication session or dataset instance) 

4. Detection latency – time between the attack 
detection and the actual moment of the attack 

5. Total delay – time between the response of the 
system and the actual moment of the attack 



 Passive response - assumes alert generation after 
detection of an incident 

 Active response – encompasses prevention capabilities 
and/or integration with the other security mechanisms 

 Intrusion prevention system (IPS) – a tool that generates 
response to detected threats by attempt to preclude their 
realization 

 Both IDS and IPS are integral parts of the overall security 
management system 

 Efficient solution typically assumes combination of 
different technologies 



 Refers to the resources needed to be allocated to the 
system including CPU and memory usage 

 IDS can collect and analyze data continually as the data is 
acquired or in blocks, after an event has occurred 

 Continuous mode, also known as real-time processing, 
provides the opportunity for administrator to take action 
while the intrusion is in progress 

 Performance of any Network IDS depends on its 
configuration, monitored network properties, and the 
system’s placement in that network 





 Anomaly-based methods prevail 

 Reason for their expansion: 

› inherent suitability for SCADA systems in terms of identifying 
traffic patterns 

› capability to support FIN technologies, high level of automation 
and continuous detection improvement 

 Signature-based techniques are practically being 
abandoned  



 Most widespread SCADA protocols are comprised in 
surveyed studies, including Modbus, IEC 60870-5 
series, DNP3, IEC 61850 and EtherNet/IP 

 About 69% of surveyed papers consider only one 
protocol 

 12% of surveyed papers deal with multiprotocol 
environments 

 The information about SCADA protocol is not 
available in 19% of surveyed papers 



 Open-source NIDS (Snort, Suricata and Bro) are predominantly 
used for signature-based and hybrid techniques 

 MATLAB is used for implementation of algorithms 

 General-purpose programming languages (C/C++, Java, 
Python) for developing proprietary applications/platforms –> 
used to build SCADA-specific solutions 



 Seven solutions have been verified in powerful CPS testbeds 

 Software simulation testbeds prevail, with majority of simple 
simulation based testbeds 

 Four testbeds are virtualization-based 

 One testbed is emulation-based  



 Only five papers include tests with real SCADA 
network data 

 The other 21 papers include one or more 
experimental and/or synthetic datasets: 

› 15 datasets are publicly available 

› only two of public datasets are not SCADA-specific – KDD99 
and UNSW-NB15 



 The most diverse situation 
 In some cases, system’s behavior under attacks was not analyzed 

› tests were performed on a real system and limited to suspicious messages and 
events or 

› the tests were focused only on system’s efficiency 

 The most common simulated attacks comprise the following attacks: 
› Attacks on general Internet protocols – 11 
› Command/response injection or modification – 10  
› DoS – 10 
› Attacks on SCADA protocols – 7  

 Other simulated attacks were:  
› Reconnaissance – 5  
› MITM – 3  
› Unauthorized access – 1 
› Probing – 1 

 Six studies with thorough specification and simulation of a number of 
realistic attacks intended to jeopardize the particular control process  

 Only two studies included independent validation performed by invited 
hackers and six independent teams  



 6 papers – analysis is not presented or the results are given in a 
descriptive way 

 2 papers – descriptive results rather than well-defined evaluation 
metrics  

 8 papers – results presented through smaller number of evaluation 
metrics (typically Accuracy and FPR) 

 11 papers – comprehensive detection accuracy analysis 

 Statistical-based techniques provide high accuracy, with low FPR and 
FNR rates 

 Knowledge-based techniques provide good overall accuracy  

 Among machine learning-based techniques, deep learning based on 
CNN outperforms techniques based on clustering and outlier 
detection 

 Detection accuracy of hybrid methods depends on combined 
techniques 



 Timeliness analysis is available in 11 studies 

 Among the results concerning packet as a unit of analysis, deep 
packet inspection outperforms other techniques at least for an 
order of magnitude 

 If dataset instance is observed as a unit of analysis, deep 
learning method performs much worse than clustering and outlier 
detection and hybrid method 

› This is not surprising since deep learning inherently requires large 
datasets to obtain high accuracy  

 The results concerning detection latency are hardly comparable 
probably due to different experimentation platforms 

› thus, detection latency seems lower in test scenarios with simple 
simulation 



 Only four systems provide active responses to detected attacks 

Reference Type of active response 

[1] Linked with the distributed multilevel correlation 
structure  

[2] (1) Alarm generation; (2) Automatic response – 
redirecting of anomalous flow to Honeypot, dropping 
malicious packets  

[3] Exploits reclose logic in relays to prevent physical 
damage caused by an attempt to disconnect multiple 
transmission lines 

[4] Data encryption using the Hybrid Elliptical Curve 
Cryptography  



 Only five papers provide the results of efficiency evaluation 

 Results concerning memory usage are comparable for 3 
solutions, while the other two use less memory (of an order or 
two of magnitude) 

 Results concerning CPU usage are hardly comparable due to 
different processor platforms – results presented in two papers 
confirm that CPU usage increases for higher traffic load 

 Packet loss and/or alert loss under high traffic load are 
addressed in one paper 



1. Signature-based techniques are insufficient to secure SCADA 
systems –> due to their inherent drawbacks regarding 
inability to cope with new or unknown threats and the need to 
continuously update signatures 

2. Machine learning-based techniques have gained a strong 
momentum in the past few years (stand-alone or in 
combination with other techniques) 

3. Knowledge-based techniques perform better in terms of 
detection accuracy, but on the count of deteriorated 
timeliness, especially for large-scale systems 

4. Statistical-based techniques are most useful in hybrid 
techniques because of their high detection accuracy 



5. Specification-based techniques gain in importance for SCADA 
application layer protocols –> perform well in terms of both 
detection accuracy and per-unit processing time 

6. Integration of two or more detection methods may contribute 
to improvement of the IDS scope and detection accuracy 

7. The most widespread SCADA protocols are addressed in the 
recent works: 

› Modbus TCP prevails 

› Additional research efforts are needed towards environments  such  as  
digital  substations  and  smartgrids 

 



8. Open-source NIDS implementation tools (Snort, Bro and 
Suricata) are superseded by open-source and proprietary IDS 
platforms 

9. Realistic and comprehensive cyber physical system testbeds 
are needed to allow for experimentation with different 
solutions 

› If they are unavailable, sophisticated simulation/emulation testbeds 
should be developed 

› virtualization may help to provide inexpensive, credible and reusable 
testbeds 

› Simple simulation-based testbeds should be avoided due to their low 
fidelity and poor reusability 



10. A strong need to use datasets from real SCADA networks: 

› National strategies for critical infrastructure protection should find a 
way to make them available to research community 

› Good strategy is to reuse datasets, either publicly available or obtained 
from CPS testbeds 

11. A lack of proper attack models and scenarios in which the 
attackers try to exploit vulnerabilities in SCADA systems: 

› Reports on IDS performance evaluation might be insufficiently reliable 
and hardly comparable 

› Efforts are needed to improve frameworks for modeling cyber attacks 
and procedures to apply them in the appropriate testbeds 



12. Performance evaluation remains the most critical issue 

13. The work is needed on identification and specification of 
requirements for IDSs in SCADA networks, and establishing a 
common set of performance metrics: 

› At least detection accuracy, timeliness, response to incidents and 
efficiency 

› Procedures for IDS performance testing should be established in 
accordance with the predefined set of requirements 

› Timeliness analysis should be presented in each new proposal, since it 
is crucial parameter to assess system’s ability to respond to incident in 
real time 

› Efficiency analysis is important (under heavy traffic load, if possible) –> 
represents indirect measures that take into account the time and space 
complexities of intrusion detection algorithm 



14. Only four of surveyed papers discussed active responses to 
detected attacks 

15. A strong need to perceive the overall SCADA security system 
architecture and to define procedures for real-time interaction of the 
IDS and other components of the security system like correlators, 
SIEM software, etc. 

16. Particularly, work on IPS capabilities should be strongly encouraged 

17. Evolution towards fourth-generation SCADA brings new 
research challenges related to security in industrial IoT 
environment that assumes the use of FIN technologies  



 Growth of solutions for SCADA IDS gains in importance with 
proliferation of advanced networking technologies and the 
ongoing evolution towards fourth-generation SCADA systems 

 Evaluation methodology was proposed encompassing 
identification of general IDS features and analysis of system’s 
characteristics regarding detection technique, protected 
protocols, implementation tools, test environment and 
performance evaluation 

 Final assessment is performed based on the previous analysis, 
including strengths, weaknesses, maturity stage, as well as 
portability to FIN environment 



 Results of our study –> significant progress in developing new 
intrusion detection methods –> using open-source 
implementation tools and creating sophisticated security 
testbeds 

 The most important future research directions: 

› development of proper attack models 

› establishment of procedures for IDS performance evaluation 

› integration of IDS with other components of ICS security system 
(bearing in mind the migration towards Future Internet environment) 




